Controlled Chaos:
Taming Organic, Federated Growth of Microservices



Southwest meltdown

July 20, 2016

- One of 2,000 routers fails

- All monitors green

- Billions of packets in, O out
- 30 min to discovery

- 12 hours rebooting

- 5 days to full recovery
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Stability: complex emergent behaviors

Large-scale
Complex
Non-linear
Unpredictable

Fundamentally new challenge
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Environment over code






Successful
MISSIoNS
are run.




Coping strategies
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Operational patterns

Control Systemic Failures Assure Performance
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Behavior

1. New organic growth
2. Upstream fan-out change
3. Shared cache thrashes
4. Wide, unspecific slownes

Remediation
1. See widespread slownessH
2. ldentify bottleneck
3. Correlate with deployment
4. Quarantine deployment
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Behavior
1. K8s flip-flc
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Source: https://medium.com/@daniel.p.woods/on-infrastructure-at-scale-a-cascading-failure-of-distributed-systems-7cff2a3cd2df
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Raoamadiatinn

Behavior
1.DoS
2. Segmentation violation

Org 1

Room 1 Room n

Relay

Security, Governance



Runtime control examples




Runtime control examples




Architect in real time
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Runtime control examples




Summary
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Developers Operators
1. Avoid distributed systems 1. Environment over code
2. Resilient federations 2. Rapid detect—react loops
. Compensate 3. Signals, patterns
. Redundancy, plausibility 4. No root causes:
. Debug at unit level remediate
. Defer design to runtime 5. No process debugging
6. Architect at runtime

aYoJolISER (o X- 1 We STeleT gl (=l IP4To RETogl i e Ciures, not just microservices.
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