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Data engineering?



! Řŀǘŀ ŜƴƎƛƴŜŜǊΩǎ Ƨƻō ƛǎ ǘƻ ƘŜƭǇ ŀƴ ƻǊƎŀƴƛȊŀǘƛƻƴ
moveand process data



άΧŘŀǘŀ ŜƴƎƛƴŜŜǊǎ ōǳƛƭŘ ǘƻƻƭǎΣ ƛƴŦǊŀǎǘǊǳŎǘǳǊŜΣ ŦǊŀƳŜǿƻǊƪǎΣ ŀƴŘ 
ǎŜǊǾƛŎŜǎΦέ

-- Maxime Beauchemin, The Rise of the Data Engineer



Why?
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¸ƻǳ ƳƛƎƘǘ ōŜ ǊŜŀŘȅ ŦƻǊ ŀ Řŀǘŀ ǿŀǊŜƘƻǳǎŜ ƛŦΧ

ÅYou have no data warehouse

ÅYou have a monolithic architecture

ÅYou need a data warehouse up and running yesterday

Å5ŀǘŀ ŜƴƎƛƴŜŜǊƛƴƎ ƛǎƴΩǘ ȅƻǳǊ Ŧǳƭƭ ǘƛƳŜ Ƨƻō



Stage 0: None

DBMonolith



Stage 0: None

DBMonolith



WePaycirca 2014

MySQL
PHP

Monolith



Problems

ÅQueries began timing out

ÅUsers were impacting each other

ÅMySQL was missing complex analytical SQL functions

ÅReport generation was breaking
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¸ƻǳ ƳƛƎƘǘ ōŜ ǊŜŀŘȅ ŦƻǊ ōŀǘŎƘ ƛŦΧ

ÅYou have a monolithic architecture

ÅData engineering is your part-time job

ÅQueries are timing out

ÅExceeding DB capacity

ÅNeed complex analytical SQL functions

ÅNeed reports, charts, and business intelligence



Stage 1: Batch

DBMonolith Scheduler DWH



WePaycirca 2016

MySQL
PHP

Monolith
Airflow BQ



Problems

ÅLarge number of Airflow jobs for loading all tables

ÅMissing and inaccurate create_timeand modify_time

ÅDBA operations impacting pipeline

ÅIŀǊŘ ŘŜƭŜǘŜǎ ǿŜǊŜƴΩǘ ǇǊƻǇŀƎŀǘƛƴƎ

ÅMySQL replication latency was causing data quality issues

ÅPeriodic loads cause occasional MySQL timeouts
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You might be ready for realtimeƛŦΧ

ÅLoads are taking too long

ÅPipeline is no longer stable

ÅMany complicated workflows

ÅData latency is becoming an issue

ÅData engineering is your fulltime job

ÅYou already have Apache Kafka in your organization



Stage 2: Realtime

DBMonolith
Streaming 
Platform DWH
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Change data capture?



Χŀƴ ŀǇǇǊƻŀŎƘ ǘƻ Řŀǘŀ ƛƴǘŜƎǊŀǘƛƻƴ ǘƘŀǘ ƛǎ ōŀǎŜŘ ƻƴ 
the identification, capture and delivery of the 

changes made to enterprise data sources.

https://en.wikipedia.org/wiki/ Change_data_capture



Debeziumsources

ÅMongoDB

ÅMySQL

ÅPostgreSQL

ÅSQL Server

ÅOracle (Incubating)

ÅCassandra (Incubating)





WePaycirca 2017

Kafka BQKCBQMySQL
PHP

Monolith
Debezium

MySQLService Debezium

MySQLService Debezium



Kafka Connect BigQuery

ÅOpen source connector that WePaywrote

ÅStream data from Apache Kafka to Google BigQuery

ÅSupports GCS loads

ÅSupports realtimestreaming inserts

ÅAutomatic table schema updates



Problems

ÅPipeline for Datastore was still on Airflow

ÅNo pipeline at all for Cassandra or Bigtable

ÅBigQueryneeded logging data

ÅElastic search needed data

ÅGraph DB needed data



https://www.confluent.io/blog/building-real-time-streaming-etl-pipeline-20-minutes/



Six stages of data pipeline maturity

ÅStage 0: None

ÅStage 1: Batch

ÅStage 2: Realtime

ÅStage 3: Integration

ÅStage 4: Automation

ÅStage 5: Decentralization



¸ƻǳ ƳƛƎƘǘ ōŜ ǊŜŀŘȅ ŦƻǊ ƛƴǘŜƎǊŀǘƛƻƴ ƛŦΧ

ÅYou have microservices

ÅYou have a diverse database ecosystem

ÅYou have many specialized derived data systems

ÅYou have a team of data engineers

ÅYou have a mature SRE organization



Stage 3: Integration

DBService
Streaming 
Platform DWH

NoSQLService

New
SQL

Service Graph
DB

Search
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aŜǘŎŀƭŦŜΩǎ ƭŀǿ





Problems

ÅAdd new channel to replica MySQL DB

ÅCreate and configure Kafka topics

ÅAdd new Debeziumconnector to Kafka connect

ÅCreate destination dataset in BigQuery

ÅAdd new KCBQ connector to Kafka connect

ÅCreate BigQueryviews

ÅConfigure data quality checks for new tables

ÅGrant access to BigQuerydataset

ÅDeploy stream processors or workflows





Six stages of data pipeline maturity
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¸ƻǳ ƳƛƎƘǘ ōŜ ǊŜŀŘȅ ŦƻǊ ŀǳǘƻƳŀǘƛƻƴ ƛŦΧ

Å̧ ƻǳǊ {w9ǎ ŎŀƴΩǘ ƪŜŜǇ ǳǇ

Å̧ ƻǳΩǊŜ ǎǇŜƴŘƛƴƎ ŀ ƭƻǘ ƻŦ ǘƛƳŜ ƻƴ Ƴŀƴǳŀƭ ǘƻƛƭ

Å̧ ƻǳ ŘƻƴΩǘ ƘŀǾŜ ǘƛƳŜ ŦƻǊ ǘƘŜ Ŧǳƴ ǎǘǳŦŦ



Realtime Data Integration

Stage 4: Automation

DBService
Streaming 
Platform DWH

NoSQLService

New
SQL

Service Graph
DB

Search

Automated Operations

Orchestration Monitoring Configuration Χ

Automated Data Management

Data Catalog RBAC/IAM/ACL DLP Χ



Automated Operations



άLŦ ŀ ƘǳƳŀƴ ƻǇŜǊŀǘƻǊ ƴŜŜŘǎ ǘƻ ǘƻǳŎƘ ȅƻǳǊ ǎȅǎǘŜƳ
during normal operationsΣ ȅƻǳ ƘŀǾŜ ŀ ōǳƎΦέ

-- Carla Geisser, Google SRE



Normal operations?

ÅAdd new channel to replica MySQL DB

ÅCreate and configure Kafka topics

ÅAdd new Debeziumconnector to Kafka connect

ÅCreate destination dataset in BigQuery

ÅAdd new KCBQ connector to Kafka connect

ÅCreate BigQueryviews

ÅConfigure data quality checks for new tables

ÅGranting access

ÅDeploying stream processors or workflows



Automated operations

ÅTerraform

ÅAnsible

ÅHelm

ÅSalt

ÅCloudFormation

ÅChef

ÅPuppet

ÅSpinnaker



Terraform

provider " kafka " {

bootstrap_servers = ["localhost:9092"]

}

resource " kafka_topic " "logs" {

name               = " systemd_logs "

replication_factor = 2

partitions         = 100

config = {

" segment.ms "     = "20000"

" cleanup.policy " = "compact"

}

}



Terraform

provider " kafka - connect" {

url = "http://localhost:8083"

}

resource " kafka - connect_connector " " sqlite - sink" {

name = "test - sink"

config = {

"name"            = "test - sink"

" connector.class " = " io.confluent.connect.jdbc.JdbcSinkConnector "

" tasks.max "       = "1"

"topics"          = "orders"

" connection.url "  = " jdbc:sqlite:test.db "

" auto.create "     = "true"

}

}



.ǳǘ ǿŜ ǿŜǊŜ ŘƻƛƴƎ ǘƘƛǎΧ ǿƘȅ ǎƻ ƳǳŎƘ ǘƻƛƭΚ

ÅWe had Terraform and Ansible

ÅWe were on the cloud

ÅWe had BigQueryscripts and tooling



Spending time on data management

ÅWho gets access to this data?

ÅHow long can this data be persisted?

ÅIs this data allowed in this system?

ÅWhich geographies must data be persisted in?

ÅShould columns be masked?



Regulation is coming

Photo byDarren Halstead



Regulation is cominghere
D5twΣ //t!Σ t/LΣ ILt!!Σ {h·Σ {IL9[5Σ Χ

Photo byDarren Halstead



Automated Data Management



Set up a data catalog

ÅLocation

ÅSchema

ÅOwnership

ÅLineage

ÅEncryption

ÅVersioning













Realtime Data Integration

Stage 4: Automation

DBService
Streaming 
Platform DWH

NoSQLService

New
SQL

Service Graph
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Search

Automated Operations

Orchestration Monitoring Configuration Χ

Automated Data Management

Data Catalog RBAC/IAM/ACL DLP Χ



Configure your access

ÅRBAC

ÅIAM

ÅACL



Configure your policies

ÅRole based access controls

ÅIdentity access management

ÅAccess control lists





Kafka ACLs with Terraform
provider " kafka " {

bootstrap_servers = ["localhost:9092"]

ca_cert = file("../secrets/snakeoil - ca - 1.crt")

client_cert = file("../secrets/kafkacat - ca1 - signed.pem")

client_key = file("../secrets/ kafkacat - raw - private - key.pem ")

skip_tls_verify = true

}

resource " kafka_acl " "test" {

resource_name = "syslog"

resource_type = "Topic"

acl_principal = " User:Alice "

acl_host = "*"

acl_operation = "Write"

acl_permission_type = "Deny"

}



Automate management

ÅNew user access

ÅNew data access

ÅService account access

ÅTemporary access

ÅUnused access



Detect violations

ÅAuditing

ÅData loss prevention





Detecting sensitive data
{

"item":{

" value":"My phone number is (415) 555 - 0890"

},

" inspectConfig ":{

" includeQuote ":true,

" minLikelihood ":"POSSIBLE",

" infoTypes ":{

" name":"PHONE_NUMBER"

}

}

}

{

"result":{

"findings":[

{

"quote":"(415) 555 - 0890",

" infoType ":{

" name":"PHONE_NUMBER"

},

" likelihood":"VERY_LIKELY ",

"location":{

" byteRange ":{

"start":"19",

"end":"33"

},

},

}

]

}

}



Progress

ÅUsers can find the data that they need

ÅAutomated data management and operations



Problems

ÅData engineering still manages configuration and deployment



Six stages of data pipeline maturity

ÅStage 0: None

ÅStage 1: Batch

ÅStage 2: Realtime

ÅStage 3: Integration

ÅStage 4: Automation

ÅStage 5: Decentralization



¸ƻǳ ƳƛƎƘǘ ōŜ ǊŜŀŘȅ ŦƻǊ ŘŜŎŜƴǘǊŀƭƛȊŀǘƛƻƴ ƛŦΧ

ÅYou have a fully automated realtimedata pipeline

ÅPeople still come to you to get data loaded



If we have an automated data pipeline and data warehouse,
do we need a single teamto manage this?



Realtime Data Integration

Stage 5: Decentralization

DBService
Streaming 
Platform

NoSQLService

New
SQL

Service

Graph
DB

Search

Automated Operations

Orchestration Monitoring Configuration Χ

Automated Data Management

Data Catalog RBAC/IAM/ACL DLP Χ

DWH

DWH



From monolith to microservicesmicrowarehouses




