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Satyajit Thadeshwar



Where we were

What we did

Wins

Satyajit Thadeshwar



T

Far'
P v _-@’
= f‘f
»-"" e —

-

® Netfli

p 7
¥



User Login

Email: jsmith@gmail.com
Password: koo
ESN: LGTV20165-193456G568
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User Login

EDGE ORIGIN

Email: jsmith@gmail.com
Password: koo

ESN: LGTV20165-193456G568 /login
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User Login
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User Login
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User Login

EDGE ORIGIN MID-TIER SERVICES

NETFLIX

Email: jsmith@gmail.com MICROSERVICES

Password: **xxxxxx

ESN: LGTV20165-193456G568 /login
| —
NETFLIX ZuuL AP P Q' AUTH
Set-Cookie | SERVICE
| - - fe———1

& € &

customerId: 10192378
ESN: LGTV20165-193456G568
Expires: In 8 hours

User & Device Identity for Microservices @ Netflix Scale
Satyajit Thadeshwar
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Authenticate Request
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More than one service consuming cookies
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At massive scale
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Netflix
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Netflix

1B+ devices
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Netflix

158M+ subscribers i
1B+ devices

2M peak RPS
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Authenticate Request / Extract Identity

ORIGIN
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More than one token type



Cookies

User & Device Identity for Microservices @ Netflix Scale
Satyajit Thadeshwar



Cookies &

- Signup
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STEP10F 3
Choose a plan that's right for you.
Downgrade or upgrade at any time

Monthly price after free month ends on 2/14/19
HD available

Ultra HD available

Screens you can watch on at the same time
Watch on your laptop, TV, phone and tablet
Unlimited movies and TV shows

Cancel anytime

First month free

Premium

$15.99
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MSL Tokens Q

- Device authentication

- Encryption

Message Security Layer (MSL)
https://www.infoq.com/news/2014/11/netflix-msl/
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MSL Tokens Q
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- Llcense & Orange Is The New Black S1: E2

- Playback
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CTicket @
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- Legacy devices
N E T F l I x Insant Queue Favorites Recommended Top Horrors Top Romantics Top Comedies

WILL FERRELL

— TH LEGEND DF ADN BURGUNDY S

, .
ANCHORMAN .
L LY WOMEN.

oy 16

Anchorman: The Legend of Ron Burgundy 2004 Comedy

Ron Burgundy is San Diego's top rated newsman in the male dominated broadcasting @
of the 1970's, but that's all about to change when a new female employee with
ambition to burn arrives in his office.
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Partner
Tokens

- JWS, JWE

- Non-member
experiences
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Where we were

- Multiple services consuming auth tokens
- Multiple types of auth tokens
- Massive scale

- Inefficient, insecure & complicated

User & Device Identity for Microservices @ Netflix Scale
Satyajit Thadeshwar



’

and330I1D

EDGE

ZUUL

ORIGINS

@

AP

DEVICE
AUTH
SERVICE

User & Device Identity for Microservices @ Netflix Scale

Satyajit Thadeshwar

@

LEGACY
API

MID-TIER SERVICES

NETFLIX

MICROSERVICES

‘SIGNUP@

FLOW
SERVICE

SUBSCRIBER

@ AUTH ‘

SERVICE

LOLOMO / SEARCH

DRM

OTHER SERVICES

—_——— e —

cassandra

Y
N

% EVCache




’

and=330ID

EDGE

ZUUL

ORIGINS

@

AP

DEVICE@

AUTH
SERVICE

User & Device Identity for Microservices @ Netflix Scale

Satyajit Thadeshwar

LEGAC@ —>
API

MID-TIER SERVICES

NETFLIX

MICROSERVICES

‘SIGNUP@

FLOW
SERVICE

SUBSCRIBER

@ AUTH ‘

SERVICE

r—— |

DISCOVERY I
API

LOLOMO / SEARCH

DRM

PLAYBACK I
API I

]
u OTHER SERVICES

cassandra

Y
N

N BVCache







Moved authentication to the edge
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Passport
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Passport

- lIdentity structure created at the edge for each request
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Passport

- Identity structure created at the edge for each request

- Contains user & device identity

User & Device Identity for Microservices @ Netflix Scale
Satyajit Thadeshwar



Passport

- Identity structure created at the edge for each request
- Contains user & device identity

- Internal to Netflix ecosystem
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Passport

- lIdentity structure created at the edge for each request
- Contains user & device identity
- Internal to Netflix ecosystem

- Integrity protected by HMAC
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Passport

- Identity structure created at the edge for each request
- Contains user & device identity

- Internal to Netflix ecosystem

- Integrity protected by HMAC

- Protobuf format
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Passport

message Passport {
Header header = 1;
UserInfo user_info = 2;
DevicelInfo device info = 3;
Integrity user integrity = 4;
Integrity device integrity = 5;
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Passport

message Passport {
Header header = 1;
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message Header {

¥

string originator

1;



Passport

message Passport {

UserInfo user_info = 2;
DeviceInfo device info = 3;
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Passport

PA! T

message Passport {

UserInfo user_info = 2;

message UserInfo {
Source source = 1;
AuthenticationLevel auth_level = 2;

J

Int64Wrapper customer_id = 3;
Int64Wrapper account_owner_id = 4;

J)

repeated UserAction actions =

J
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Passport

PA! T

message Passport {

DeviceInfo device info = 3;

message DevicelInfo {
Source source = 1;
AuthenticationLevel auth_level = 2;

StringValue esn = 3;

{ Int32Value device_type = 4; }

repeated DeviceAction actions = 5;
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Passport

message UserInfo {
Source source = 1;
AuthenticationLevel auth_level

message DevicelInfo {
Source source = 1;
AuthenticationLevel auth_level
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Passport

PA! T

message UserInfo {
Source source = 1;

}

message DevicelInfo {
Source source = 1;

enum Source
COOKIE = 1;
MSL = 2;
PARTNER _TOKEN = 3;
CTICKET = 4;
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Passport

P

message UserInfo {

AuthenticationLevel auth_level

¥

message DevicelInfo {

AuthenticationLevel auth_level

User & Device Identity for Microservices @ Netflix Scale
Satyajit Thadeshwar

2;
2;
enum AuthenticationLevel {
LOW = 1; // untrusted transport
HIGH = 2; // secure tokens over TLS
HIGHEST = 3; // wmsL or user credentials



Passport

message Passport {

Integrity user_integrity = 4;

Integrity device_integrity = 5;

message Integrity {
string key name = 1;
bytes hmac = 2;
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Passport Introspector

- Wrapper over passport
binary data
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Passport Introspector

- Wrapper over passport public interface PassportIntrospector {
binary data Long getCustomerlId();
Long getAccountOwnerId();
String getEsn();
String getPassportAsString();
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Passport Introspector

- Wrapper over passport public interface PassportIntrospector {
binary data Long getCustomerlId();
Long getAccountOwnerId();
String getEsn();
String getPassportAsString();

}

- Consumers create factory.createIntrospector(passport);
passportIntrospector
from binary passport data
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o o I n g Decrypt Passport

CrUfCgUxLjAuMBKrHwoKCghhcGlwecm94eRJCCAESEFBBUINQT1JUXO1BQ19LRVkaLAEBA_cAAQEgEg6mzMut89pl6kgehilpPh22504eQzo4jfhY Blwd9yAn7dviGjkIAxD
w56S03y0iJgokU0xXMzItRIUSNFRYOEFRUDRRMzFLSFBQWUcyOVI1VzU4SkxSKglIDEADSgAiQggBEhBQQVNTUE9SVFONQUN{SOVZGiwBAQP3AAEBIBQuUWpIHU1Q51
JfKQuRvh2fvBUIBUS2QhIDBXHXNGIfSWy_o6yrZHQgDEMPopKjfLSIKCMq998Cdu62AAyocChpLNEIOUThQVVhGQThGQVJPRVJPVzYzZRUIBVTIKCMq998Cdu62AAzoc

ChpLNEIOUThQVVhGQIThGQVImwKCwgDGgcl9uekgN8tGgAiIWAoKCMq998Cdu62AAXIKCMq998Cdu62AAxoQUEFTUIBPUIRfTUFDXOtFWSISAQED9WABASDSKMW
BLPop3rtxZaLN5FnjO2E057BtS8d0jNgS-w==

Self-service tool for Uit
tea mS to deC rypt customerld 216372729:

acctOwnerld 2163727293

pa Ssp Ort customerGuid K4B4SXPUXFCXFAROE
acctOwnerGuid K4B4SXPUXFCXFAROE
source MSL
authenticationLevel
created 10/22/2019 12:54:44 PDT
esn SLW32-FU74TX8AQP4Q31KHPPYC
deviceTypeld 12
activationDeferred false
source MSL
authenticationLevel
created 10/22/2019 12:54:44 PDT
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Passport Actions

message UserInfo {
repeated UserAction actions = 6;

message DevicelInfo {
repeated DeviceAction actions = 5;
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Passport Actions

message UserInfo {
repeated UserAction actions = 6;

message DevicelInfo {
repeated DeviceAction actions = 5;
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- Explicit signal sent by the
downstream services, when an update
to user or device identity has been
performed



Passport Actions

message UserInfo { ‘ - Explicit signal sent by the
repeated UserAction actions = 6; downstream services, when an update
y to user or device identity has been
performed

message DevicelInfo {
repeated DeviceAction actions = 5;

e - This "signal” is used by EAS to either
} create or update the corresponding
type of token
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Passport Action
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Passport Action: User Login



Passport Action: User Login

EDGE
Email: jsmith@gmail.com
Passwonrd: xiokds
ESN: LGTV20165-193456G568
L
ZuuL
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Passport Action: User Login

EDGE ORIGIN

(Device
Bound)

Email: jsmith@gmail.com
Password: xdddodk oo
ESN: LGTV20165-193456G568 /login
L

ZUUL API
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Passport Action: User Login

Email: jsmith@gmail.com
Passwonrd: xiokds

ESN: LGTV20165-193456G568
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Passport Action: User Login

Email: jsmith@gmail.com
Passwonrd: xiokds

ESN: LGTV20165-193456G568

M
'
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Passport Action: User Login

Email: jsmith@gmail.com
Passwonrd: xiokds
ESN: LGTV20165-193456G568

Set-Cookie

"
|

>

EDGE

ZUUL

(Device
Bound)

ORIGIN

MID-TIER SERVICES

COOKIE
SERVICE
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Passport Action: Profile Switch

Who's watching?
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Passport Action: Profile Switch

- Each profile has its own Who's watching?
identity ..
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Passport Action: Profile Switch

- Each profile has its own Who's watching?
identity ..

- Switched profile tokens
sent back to the device
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Separation Of BN |ncreased

Concerns Visibility
4




What we did

- Moved authentication to the edge

- Streamlined the identity resolution and mutation path
- Making consumption of user & device identity

- Efficient, secure & simple

Satyajit Thadeshwar
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Token Agnostic
Identity

Downstream systems
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Simplified
Authorization

Downstream services use
for
authorization decisions
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Simplified
Authorization

long customerId = 2123125603L;
String ESN = "NFXBOX-235F...";




Extensible
Identity Model

about user or
device can be added




Local cache for
up to date
subscriber data

message UserInfo {
BytesValue subscriber_account

Placeholder for of
subscriber data




O.ffloaded & Offloaded token processing which
Fine Tuned resulted into significant gains for




O.ffloaded & Offloaded token processing which
Fine Tuned resulted into significant gains for

We were able to
based on the token
processing profile




Offloaded &
Fine Tuned

- 30% reductionin CPU
cost per request

- 40% reduction in load
average

User & Device Identity for Microservices @ Netflix Scale
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CPU to RPS ratio

27.5m+

12:00 1210 12120 12:30 12140
HideAll = ShowAll ' Show Filtered Only

Min Max Average Total Name
26.4n 40.0m 31.9m 3.86  [MCPU to RPS ratio

8.61 178 11.5 1.30k  [MLoad average

CPU to RPS ratio for APl instance

- lower is better




Offloaded &
Fine Tuned

- 30% reductionin
average latency

- 99" percentile latency
dropping by 20%
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1 1 1 1 1 1 1 1 1 1
12:00 12:05 12:10 12:15 12:20 12:25 12:30 12:35 12:40 12:45 12:50

Axis 0: milliseconds

[l Average response time
Max : 38.203 Min
Avg : 30.683 Last :
Tot : 3.682k Cnt

Axis 1: seconds

O 99th %ile response time
Max : 269.377m Min : 177.086m
Avg : 209.644m Last : 182.479m
Tot : 25.157 Cnt : 120.000

Frame: 2h, End: 2018-06-13T14:01-07:00[US/Pacific], Step: 1m
Fetch: 298ms (L: 3.1k, 1.3k, 2.0; D: 185.2k, 153.1k, 240.0k)

Response time

1
12:55

1
13:00

1 1 1 1
13:05 13:10 13:15 13:20

1
13:25

1 1 1 1 1 1
13:30  13:35 13:40 13:45 13:50 13:55

Response time for APl instance

14:0

I 0.00

0




Offloaded &
Fine Tuned S

SPpUO0D3asST] 1 TW

- Significant reduction in
GC pressure and GC
pause times

| | | | | | | | | | | | | | A
11:00 11:10 11:20 11:30 11:40 11:50 12:00 12:10 12:20 12:30 12:40 12:56 13:00 13:16 13:20 13:30

Axis 0

@ % of wall clock time spent in GC
Max : 1.431 Min @ 373.300m
Avg : 925.926m  Last :  381.436m
Tot : 138.888  Cnt : 150.000

0% of wall clock time spent in GC - last week
Max : 171 Min 2.519m
Avg : 1.202 Last : 1.770
Tot : 180.339  Cnt : 150.000

Stop the world GC for API cluster
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Increased
Visibility

into identities
flowing in and out of Netflix
ecosystem

...and into the
happening in a request




Developer
Velocity

Greatly
for authentication related
changes




Team focused on
security

among the
teams




Key Takeaways

- Token agnostic identity model

- Simplified authorization

- Extensible identity model

- Offloaded all the token processing from many systems

- Fine tuned individual microservices to suit the token processing profile

- Increased visibility into identities flowing and corresponding mutations

- Increased developer velocity for authentication & identity related changes

- Team focused on security
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Thank
You.

Satyajit Thadeshwar
sthadeshwar@netflix.com

https://www.linkedin.com/in/satyajit-thadeshwar
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