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Version Control & build tools

o%
o
8 mercurial

SUBVERSION

Mature & considered safe

*As long as they are authentic*
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Developers

Commit
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Fake tool-chains

XcodeGhost - a malicious Xcode version
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Verify authenticity & integrity

- Create a single source of truth for your tools

- Verify by matching hash sums

- Make sure your source of truth is
secure
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Fuzzing

- Fuzzing - providing invalid, unexpected,
or random inputs, and monitoring for
misbehavior

- Continuous fuzzing is constantly having a
fuzz test running, only restarting when new
code is introduced

Tools:
- go-fuzz
« libFuzzer
- american fuzzy lop
. clusterfuzz
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Secrets in public repos

- Once you have pushed a commit, you
should consider any data it contains to be
compromised

- If you committed a password, change it!
- If you committed a key, generate a new one

- Monitor and prevent future commits
containing secrets

Tools for the job:
Git-Hound, Git-secrets,
TruffleHog, Gitrob, etc...
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Continuous
Integration

TC "%3 Jenkins

O circleci

&8 Travis Cl

W GitLlab (@D

Solution
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CVEs

« CVE - a list of entries for publicly
known vulnerabilities

« Over 300 CVEs in old versions of
Cl/CD tools

- 60% of which were reported during
2019 alone

- A CVE is your mark to upgrade!
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Secrets

- |If secrets are not leaking from
version control, they might leak
from your ClI

« Build history may contain sensitive
information

- Anyone who can create jobs on
Jenkins can uncover all Global
secrets
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Misconfigurations

- Anonymous access allowed

- Instances publicly exposed
- Over-permissive privileges given

« Authentication is not enforced
everywhere
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Al you have to do:

- Hide your CI behind a VPN -
never expose to public access

- Regularly update & upgrade
- Avoid using secrets when possible

- Limit the access scope

- Expect that you will get hacked
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Universal Package Managers

Co

ar Ch?i/a“' Cloucil\?%epo
f.cloudsmil:h 0 ProGet

O

JFrog Artifactory
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Authentication &
Authorization

« Authentication is the Achilles heel

- Dangerously over-permissive
default settings

Is it publicly accessible?
Did you forget to remove default accounts?

Your artifacts might already be infected
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V Who's

Publishing accessing
infrastructures '

) "7 Google Cloud Platf » '
talking

?

RED HAT

DC/OS OPENSHIFT

@ kubernel:es

&> docker \uiil
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Who's listening

« Docker daemon listened on
0.0.0.0 during the first 4 years
of the product

- It also did not require any
kind of authentication

- Some products still listen on
0.0.0.0 + no auth
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Who's talking?

- Not every component is using TLS to
communicate, thus some
communications are leaking secrets

- Instances metadata can expose
sensitive information that propagates
lateral movement

- Explicitly allow what you really need,
block the rest!
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Who's accessing?

- The most widespread hacking activity
in the cloud is crypto-mining

In AWS the Authenticated Users group will
allow any AWS user to access your resources

- Monitor your environment for alien services/
pods/containers

Setup alerts on anomalous CPU utilization
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Ask yourself:

- Can anyone access anything without authenticating?

- What permissions do authenticated users have?
do they need them?

- Is there any sensitive information stored in commit/build
history?

- How and where secrets are stored?

- Is there any component that is internet-accessible?
Do you need it to be?
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Questions?
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Thank you!

Contact Me:
dshapira@paloaltonetworks.com
@Dabh_Solo

references:
https://cutt.lv/Exposed-Artifacts

https://cutt.lv/Open-Registries
https://cutt.lv/Escaping-Docker

more to be published soon :)

graphics from:

ttps:/www.freepik.com
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